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This invention provides a method and apparatus for storing on centralized mass storage devices archival data from multiple computers 
in a networked environment. In a networked computer system having a communication network interconnecting one or more computers and 
a storage unit, parallel processes are created to perform repeated backup operations for disks on computer devices on the communication 
network. A storage unit may be a single storage device capable of executing a plurality of processes or one or more primary storage devices 
connected to one or more secondary storage devices. The backup operations for a disk include a backup initialization which occurs when 
a primary storage device does not have a full index or a backup data file for a disk but a secondary storage device does. During a backup 
initialization, d at a from the files and directories on that disk along with an index entry for each file or directory are passed to the primary 
storage device which directly passes that information directly through to the secondary storage device. The index entries are incorporated 
into a full index and the data is incorporated into a backup data file. An index entry contains, among other information, the location of 
a file or directory on the disk, the date the file or directory was last modified and the location of the associated data in the backup data 
file. During a backup cycle, the computer device is incrementally backed up to a primary storage device such that the primary storage 
device contains a full index with an entry for each file and directory on the disk and a backup data file for the disk with data for the files 
and directories which have been changed or created since the last backup to the secondary storage device occurred. When a specified, 
predetermined time or event occurs or the transfer is otherwise indicated, the primary storage device transfers the full index and the backup 
data file to the secondary storage device. 
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APPARATUS AND METHOD FOR BACKING UP DATA FROM NETWORKED COMPUTER 
STORAGE DEVICES 

5 

RELATED APPLICATION 

This application is related to co-pending application entitled "METHOD AND 
10 APPARATUS FOR DATA TRANSFER AND STORAGE IN A HIGHLY PARALLEL 
COMPUTER NETWORK ENVIRONMENT", filed concurrently herewith, which was 
commonly assigned or subject to an obligation of assignment to the same person at the 
time of invention. 



15 FIELD OF THE INVENTION 

This invention relates generally to large scale computer archival storage 
mechanisms and more specifically to a method and apparatus for storing archival data 
from multiple personal computers in a networked environment 

20 BACKGROUND OF THE INVENTION 



Backup storage devices may provide low cost storage onto which computers 
connected to the storage devices can create archival or backup copies of their files for 
later recovery if the original files are lost or corrupted. Typically, data is copied first 

25 from a computer to a primary storage device and subsequently from the primary 
storage device to a lower cost, higher density secondary storage device such as a 
magnetic tape or optical disk. This is commonly known as "backing up" the system. 
The high speed storage device and the tapes or optical disks may be stored in a safe, 
protected environment to minimize the risk of damage or loss of the data stored 

30 therein. 

Typically, a full backup of a computer device is followed by one or more 
incremental backups. An incremental backup archives data which has been changed or 
created since the last backup, incremental or full. 

In an environment where there are multiple personal computers networked 
35 together, it is burdensome to backup each computer individually because a backup of a 
computer is usually initiated by a person. At times that person may forget to backup a 
computer and if that data has been lost or corrupted, it may be irretrievable, because it 
has not been archived. Typically, an administrator oversees the backup of the 
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computers to check that each machine is backed up on a regular basis. Thus, this 
approach is labor intensive and burdensome. 

In some prior backup systems, a personal computer is backed up by physically 
connecting the computer to a storage device such as a tape drive. An administrator 

5 then controls the transfer of data from the computer to the storage device. After the 
backup operation is completed, the storage device is disconnected from the computer. 
This prior backup system is also labor intensive because for each complete backup 
operation a person physically connects and disconnects the computer with a storage 
device and, also, controls the data transfer. Where multiple personal computers are 

10 involved, this backup system can be extremely burdensome. Moreover, during the 
backup of a computer, the computer's resources are dedicated primarily to the backup 
operations and, thus, are unavailable to perform other functions. Finally, a large 
quantity of computers can not be backed up regularly and automatically. 

In some other prior backup systems, a computer, i.e. file server, is dedicated to 

15 backing up the data from the other computers on the network. Each computer on the 
network initiates a connection to the file server and controls the transfer of data from 
that computer to that file server. In some of these prior systems, a personal computer 
can specify a particular time at which the backup operation should begin. 

These systems present several problems. First, the storage capacity of the file 

20 server or the tape robots or optical disk units attached to the file server must be equal to 
or greater than the combined amount of storage space on the personal computers being 
backed up. Thus, the number of personal computers that may be backed up is limited 
by the storage capacity of the file server and attached units. Second, adding a 
computer to the file server typically requires some overhead such as the changing of 

25 parameters. Third, since the backup operations are done in serial order, i.e. once a 
backup operation begins on a first computer, it must complete before a backup 
operation can begin on a second computer, a computer being backed up is primarily 
dedicated to the backup operation and, thus, is unavailable to perform other tasks. 
Fourth, it may be difficult to backup a large quantity of computers automatically and 

30 on a regular basis. Fifth, if computers choose to be backed up at the same time, it may 
slow down or overload the system. 

SUMMARY OF THE INVENTION 

35 It is a principal object of this invention to provide an apparatus and method for 

backing up multiple computers to centralized mass storage devices on a regular basis 
without significant user interaction. 

Another obiect of this invpnfinTi ic f-n Tvrrvtrirlo nn anno-r*a4-tio r*-nA 

' J |'*w»Ji»*t- U.M.* «4.£^£^U.JLUkU.L? UllU X1LCU1UU XKJJL 

backing up multiple computers to centralized mass storage devices which does not 
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render a computer unavailable for a substantial amount of time during a backup 
operation. 

Another object of this invention is to provide an apparatus and method for 
backing up multiple computers to centralized mass storage devices which permit an 
5 arbitrary number of computers to be backed up. 

Another object of this invention is to provide an apparatus and method for 
backing up multiple computers to centralized mass storage devices which permit a 
computer storage device such as a disk to be added to the network or relocated in the 
network without substantial modification or notification. 
10 This invention provides a method and apparatus for backing up data stored on 

multiple computers in a networked environment to centralized mass storage devices. 
Briefly, according to the invention, in a computer system having a communication 
network interconnecting one or more computers and a storage unit, parallel processes 
are created to perform repeated backup operations for disks on computer devices on 
15 the communication network. A storage unit may be a single storage device capable of 
executing a plurality of processes or one or more primary storage devices connected to 
one or more secondary storage devices. When a storage unit is the former, processes 
are created to perform the backup operations that are described below in relation to a 
storage unit having one or more primary storage devices and one or more secondary 
20 storage devices. 

The backup operations for a disk include a backup initialization and repeated 
backup cycles. A backup initialization occurs when no corresponding full index or 
backup data file exists for that disk on the secondary storage device. During a backup 
initialization, a computer device sends a copy of data from the files and directories on 
25 that disk along with an index entry for each file or directory to the primary storage 

device which passes that information directly through to the secondary storage device. 
The secondary storage device forms a full index containing the index entries from the 
computer device and forms a backup data file containing the associated data. An index 
entry contains, among other information, the location of a file or directory on the disk, 
30 the date the file or directory was last modified and the location of the associated data in 
the backup data file. 

During a backup cycle, the disk or other storage resource on a computer device 
is incrementally backed up to a primary storage device such that the primary storage 
device contains a full index with an entry for each file and directory on the disk and a 
35 backup data file for the disk with data for the files and directories which have been 
changed or created since the last backup to the secondary storage device occurred. 
When a specified, predetermined time or event occurs or the transfer is otherwise 
indicated, the primary storage device transfers the full index and the backup data file 
to the secondary storage device. 
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At the beginning of a backup cycle, the primary storage device checks if it has a 
copy of the full index. If it does not, the secondary storage device sends a copy of the 
full index via the primary storage device to the computer device. The primary storage 
device does not retain a copy of this full index. 
5 The computer device determines for each file or directory on the disk whether it 

has been modified since the date indicated in the associated entry in the full index as 
the last date that file or directory was modified. If a file or directory was created after 
the last backup occurred, i.e. the file or directory was not among those listed by the 
primary storage device, the file or directory is considered to have been modified since 

10 the last backup. 

For each file or directory on the disk, the computer device sends an index entry 
to the primary storage device. The index entry indicates whether that file or directory 
has been modified or created since the last backup, i.e. since the last modified date for 
that file or directory indicated by the primary storage device. For each such modified 

15 or created file or directory, the data associated with that file or directory is sent from 
the computer device to the primary storage device. Using the full index and backup 
data file on the primary storage device, if any exist, and the index entries and data sent 
from the computer device to the primary storage device, a new full index and a new 
backup data file are formed describing which files and directories have been changed 

20 or created since the last backup to the secondary storage device occurred. 

Until a specified, predetermined time or event occurs or a transfer of data from a 
primary storage device to a secondary storage device is otherwise indicated, the 
primary storage device sends a full index to the computer device and the computer 
device sends back index entries and data as described above. However, the primary 

25 storage device retains a copy of this full index after sending it to the computer device. 

The highly parallel nature of this invention greatly reduces the need to minimize 
the time taken to perform an individual backup. Therefore, during the backup cycle, 
other activity on a computer device such as a user using the computer device has 
priority over backup processes. Thus, the backup operations do not render a computer 

30 unavailable for a substantial amount of time. Backup operations occur in the 

background when a computer device is available and do not significantly disturb users 
of the computer device. 

The invention provides several other advantages. First, since the backup of a 
disk is initiated by a secondary storage device and the backup operations are 

35 performed by parallel processes created by a primary storage device, no administrator 
is needed to initiate or oversee backup operations. Second, since backup operations 
occur at random times as determined by the primary storage device, the backups can be 
scheduled so that the network and storage devices are not overloaded. Third, since 



WO 94/17474 



PCT/US94/00765 



5 

there can be multiple primary storage devices, there can be an arbitrary number of 
computer devices backed up on the computer network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of the invention may be better understood by 
referring to the following description in conjunction with the accompanying drawings, 
in which: 



10 FIG. 1 illustrates a computer backup system in accordance with this invention; 

FIGS. 2A-2C show a computer device, a primary storage device and a secondary 
storage device and , respectively, in a computer backup system of FIG. 1.; 

15 FIGS. 3A and 3B show alternative embodiments of an index entry in accordance with 
the invention; 

FIGS. 4A-4D describe backup operations for a disk on a computer device; 

20 FIG. 5A describes a possible format for information exchanged between devices in the 
computer backup system shown in FIG. 1; 

FIG. 5B describes a full index and a backup data file used by devices in the computer 
backup system shown in FIG. 1. 

25 

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENT 
Referring to FIG. 1 of the drawings, reference numeral 10 designates generally a 
networked computer system having a communication network 12 interconnecting at 
least one primary storage device 14, at least one secondary storage device 16 and at 
30 least one computer device 18. Communication network 12 can be a local-area network, 
high-speed bus or other interconnecting mechanism for exchanging messages and data, 
such as AppleTalk, Ethernet or Token Ring. 

Storage devices 14 and 16 can each be a specialized storage device designed for 
the efficient storage, archival and retrieval of data, or can be a computer augmented 
35 with greater storage volumes and devices or can be a minicomputer or large computer 
providing storage service in addition to other functions. Preferably, the secondary 
storage device 16 is a parallel machine such as a Cray Y-MP2E/232 (Cray Research, 
Cray Research Park, Eagan, MN) connecting with one or more external storage devices 
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19 such as a tape robot 19a or an optical disk unit 19b, A primary storage device may 
connect with an external memory storage unit (not shown). 

Computer device 18 can be any of a personal computer, workstation, 
minicomputer or large computer, or other specialized computing device or peripheral 
attached to the communication network. 

FIG. 2A shows a computer device 18 including a CPU 20 and one or more disks 
21, each disk having a disk identifier 22 and a memory 23. The disk identifier 22 
uniquely identifies that disk and distinguishes it from other disks or storage resources 
on the network. For example, the disk identifier may be a disk name, disk serial 
number, an account number, a password or any combination thereof. The disk 
identifier may also be assigned to a disk by a primary storage device 14. Memory 23 
contains one or more files 24 and, preferably, directories 25 or other file organizational 
structure. 

As shown in FIGS. 2B and 2C, storage devices 14 and 16, include central 
processing units ("CPU"s) 26 and 28 respectively, and memories 32 and 34, respectively. 
There are two types of memory volatile and non-volatile. Volatile memory is random 
access memory, or other memory where the contents are erased or otherwise destroyed 
when the power to the device containing the memory is turned off. On the other hand, 
the contents of non-volatile memory are maintained even when the power to the device 
containing that memory is turned off. Examples of non-volatile memory are magnetic 
and optical disk, magnetic tape, or read-only memory such as ROM or CD-ROM. 
Memory 32 may be volatile or non-volatile, but memories 23 and 34 are non-volatile 
memory. 

At times, storage devices 14 and 16 may maintain a full index 36 (also called an 
"index file") and a backup data file 38 (also called a "data file") for each disk 21 being 
backed up. The backup data file 38 is basically a stream of bytes containing data from 
the disk 21 being backed up. On the primary storage device 14 the full index 36 and the 
backup data file 38 are stored in memory 32. Preferably on the secondary storage 
device 16 the full index 36 is stored in memory 34, while the backup data file 38 is 
stored on an external non-volatile storage device 19, connected to the secondary storage 
device. Although memories 32 and 34 may each contain a full index 36 and a backup 
data file 38, the information in each full index may be different The full index 36 and 
backup data file 38 for a disk 21 on the primary storage device 14 contain information 
about the files and directories on the disk and data for those files and directories on 
that disk which have been modified since the disk was last backed up on the secondaiy 
storage device 16. 

Preferably, memory 34 contains a responsible primary storage device indicator 
39 for each disk 21 for which it has a full index 36. This responsible primary storage 
device indicator 39 specifies which primary storage device is responsible for backup 
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operations for that disk 21. The primary storage device which performed the most 
recent backup operation, as described below, is the primary storage device which is 
responsible for backing up that disk 21. 

Full index 36 may describe a disk 21 or a plurality of disks and contains one or 
5 more index entries 50. As shown in FIG. 3, an index entry 50 preferably contains an 
identifier field 52 (first field) , a location field 54 (second field), an offset field 56 (third 
field), a file size field 58 (fourth field) and a date last modified field 60 (fifth field). The 
order of the fields within an index entry may vary. 

Identifier field 52 identifies the file or directory that is being backed up. For 
10 example, identifier field 52 may contain the name of the file or directory. 

Location field 54 specifies the location of the file or directory on the disk 21 
being backed up. For example, location field 54 may contain the directory pathway of 
the file or it may contain a pointer to the address of the file in memory 32. Optionally, 
location field 54 may be replaced by a parent field 53 and a folder field 55 (FIG. 3B), 
15 particularly if the file structure on the disk 21 is hierarchical, as in a Macintosh 
computer ("Macintosh" is a registered trademark of Apple Computer, Inc.). 

Offset field 56 indicates the location in the backup data file 38 of the data 
associated with the file or directory identified in the identifier field 52. For example, if 
the data begins at byte 80 in backup data file 38, then offset field 56 may be set to 80. 
20 The offset field 56 in an index entry 50 may contain a change status bit 57 to 

indicate whether a file or directory identified by identifier field 52 in that index entry 
has been modified. On a primary storage device, a change status bit 57 indicates 
whether a file or directory has been modified or created since the file or directory was 
last backed up on the secondary storage device 16. On a computer device, a change 
25 status bit 57 indicates whether a file or directory has been modified or created since the 
file or directory was last backed up on the primary storage device, or in other words, 
since the full index 36 for the disk 21 containing that file was last modified or updated. 
Alternatively, the change status bit 57 may be separate from the offset field 56 and may 
be any means capable of indicating that a file or directory has been modified or created. 
30 File size field 58 indicates the length of the file or directory identified by 

identifier field 52. 

Date last modified field 60 indicates the date and/ or time on which the file or 
directory identified by the identifier field 52 was last modified. 

In the invention, it is also possible to have an index entry that has either an offset 
35 field 56 or a file size field 58, but not both. Thus, an index entry might consist of an 
identifier field 52, location field 54, file size field 58 and date last modified field 60. In 
that case the file size field 58 could contain the change status bit or otherwise indicate 
that a file or directory has been changed. 
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Optionally, as shown in FIG. 3B, the index entry 50 may also contain an attribute 
field 61, a creation date field 62, a file type field 63, a creator field 64, a flags field 65, a 
screen location field 66, a resource size field 67, a data size field 68, and a file number 
field 69. Attribute field 61 specifies attributes of the file, e.g. whether the file is locked. 

5 The creation date field 62 specifies the creation date of the file and the file type field 63 
specifies the type of file, e.g. document, spreadsheet The creator field 64 .specifies the 
application which was used to create the file. The flag field may be used to specify 
other attributes which were not specified in the attribute field. This field is particularly 
useful on a Macintosh computer where an extension to the attribute field may be 

10 needed to specify the attributes of a disk or file. The screen location field specifies the 
x-y coordinates of where the file is located on the screen. The resources size field 
specifies the size of the resource and the data size field specifies the size of the data. 
The file number field specifies a unique number assigned to that file. 

FIGS. 4A-4D show the backup operations for a disk 21 or other storage resource. 

15 The backup operations include the backup initialization 70 of a disk 21 (FIG. 4A) and 
the three states of a backup cycle 71 for that disk (FIGS. 4B-4D). A person of ordinary 
skill in the art will realize that the initialization 70 and backup cycle 71 can be used on a 
plurality of disks such as all disks attached to a computer device 18. 

FIG. 4A shows the backup initialization 70 of a disk 21. This backup 

20 initialization only occurs when no corresponding index or data file exists for that disk 
on the secondary storage device 16. Typically, this is when a disk 21 or other storage 
resource first becomes available or accessible on the network. A backup initialization 
does not occur when a disk 21 is relocated within the network or is otherwise removed 
from the network and then later added back onto it or even if a different primary 

25 storage device 14 becomes responsible for the disk, e.g. the value of indicator 39 is 
changed. 

During the backup initialization 70, a full backup of the disk 21 is performed. 
This means that data from substantially all of the files and directories on the disk 21 is 
copied from the computer device 18 to the secondary storage device 16 via the primary 

30 storage device 14. Preferably, the primary storage device 14 relays the information to 
the secondary storage device 16 without retaining a copy in its own memory 32, or in 
other words, the primary storage device 14 passes the information through to the 
secondary storage device, thereby eliminating limitations based on the disk size of the 
primary storage device. Optionally, during the backup initialization, the responsible 

35 primary storage device indicator 39 is set to refer to that primary storage device 14. 
Typically, the secondary storage device retains the full index 36 in memory 34 and the 
data file 38 on an external device 19. 

During the backup initialization, the computer device 18 sends an index entry 50 
for each file or directory on disk 21 and data for each file or directory on disk 21. For 
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example, the computer device 18 may send a stream of bytes 80 containing alternating 
index entries and data for each file. This format may also be used during the backup 
cycle when a computer device sends index entries and data to a primary storage device. 
During the backup cycle, however, data for a file is sent from the computer device to 

5 the primary storage device only when that file has been changed or created since the 
last modified date indicated by the primaiy storage device, 

FIG. 5A shows an example of a stream of bytes 80 for a disk 21 having three files 
24, for each of which an unique index entry is created, e.g., for filel, file2 and file3, 
index entry 1, index entry2 and index entry3 are created, respectively. The primary 

10 storage device 14 directly passes the stream of bytes through to the secondary storage 
device 16. 

As shown in FIG. 5B, the secondary device 16 separates the data from the index 
entries and forms two files: a backup data file 38 containing the data as a stream of 
bytes and a full index 36 containing index entryl, index entry2, index entry3. The 

15 offset field 56 in index entryl, index entry2, and index entry3 is set to reference the 

location within the backup data file 38 of filel, file2 and file3, respectively. The specific 
organization of the stream of bytes 80 is not crucial to the invention, as long as the full 
index 36 and data file 38 are stored on the secondary storage device 16 or on an external 
storage device 19 associated with it. 

20 FIG. 4B shows the first state of a backup cycle 71. The first state of a backup 

cycle 71 occurs after a backup initialization 70, after the third state of a backup cycle 
(FIG. 4D) and whenever a new primary storage device with no full index or data file 
for the disk becomes responsible for backing up the disk and the secondary storage 
device has a full index and backup data file for that disk. The secondary storage device 

25 16 sends a copy of the full index 36 to the primary storage device 14. The primary 
storage device sends a copy of the full index 36 to the computer device 18, 
Alternatively, the primary storage device may send only the following information for 
each file or directory in the full index 36: the file or directory name, the location and 
modification date. This information corresponds to the identifier field, the location 

30 field and the modification date field in an index entry. On computers where the file 

size can change without the modification date being change, the primary storage device 
also sends for each file or directory in the full index 36 the file or directory size and the 
creation date, corresponding to the file size field and the creation date field, 
respectively. In any event, sufficient information must be passed to the computer 

35 device 18 so that it can accurately identify all of the files that have been modified since 
the earlier backup. After sending the full index or other information to the computer 
device, the primary storage device does not retain a copy of the full index. 

* w tuun me ui uxicliui^ un mc ux£»j^ LTtuiig uatj^tiu up, tile computer device 15 
determines which files or directories have been modified or created since the last 
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modified date for that file or directory indicated by the primary storage device. If a file 
or directory on the disk is not among those identified by the primary storage device, 
e.g. it is not identified by any index entry in the full index 36, then the file or directory 
has been created since the full index 36 on the primary storage device was last 
5 modified. If a file or directory is among those identified by the primary storage device, 
e.g. there is an index entry 50 for the file or directory, then the date on which the file or 
directory was last modified is compared with the date indicated by the primary storage 
device as the last modified date, e.g. the last modified field 60 in the index entry 50 for 
that file. 

10 For each file or directory on the disk 21, the computer device 18 sends an index 

entry 50 to the primary storage device 14. If a file or directory has been modified or 
created as previously described, the change status bit 57 in the offset field 56 in the 
index entry 50 for that file or directory indicates that the file or directory has been 
changed and sends the data for that file or directory. Otherwise, the change status bit 

15 57 indicates that the file or directory has not been changed and, therefore, no data has 
been sent 

In the first state of the backup cycle, the primary storage device does not have a 
full index (it deleted it after sending it to the computer device) or backup data file for 
the disk. Therefore, it forms a full index 36 and a changed data backup file 38 for that 
20 disk. The full index 36 contains the index entries 50 received from the computer device 
and the changed data backup file 38 contains the associated data received from the 
computer device. 

The offset field 50 within each index entry 50 may be set to refer to the 
associated data by the computer device or by the primary storage device. 

25 During the first state of a backup cycle the secondary storage device sets the 

responsible primary storage device indicator 39 associated with the disk to refer to the 
primary storage device currently performing the backup operations on that disk. 
Typically, the primary storage device notifies the secondary storage device that it is 
performing backup operations on a particular disk or other storage device and the 

30 secondary storage device sets indicator 39 accordingly. 

FIG. 4C shows the second state of a backup cycle 71. During the second state, 
the primary storage device 14 sends a copy of the full index 36 to the computer device 
18. As described above in connection with the first state of the backup cycle, the 
primary storage device may alternatively send for each file and directory the name of 

35 the file or directory, the location of the file and the date the file or directory was last 
modified. Depending on the type of computer device, the primary storage device may 
also send the file or directory size and the creation date. 
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for that file or directory indicated by the primary storage device. The same steps are 
used to make this determination as are used to make the same determination in the first 
state of the backup cycle, previously described. 

For each file or directory on the disk 21, the computer device 18 sends an index 

5 entry 50 to the primary storage device 14- If a file or directory has been modified or 
created as previously described, the change status bit 57 in the offset field 56 in the 
index entry 50 for that file or directory indicates that the file or directory has been 
changed and sends the data for that file or directory. Otherwise, the change status bit 
57 indicates that the file or directory has not been changed and, therefore, no data has 

10 been sent 

For clarity in the rest of the description of the second state of the backup cycle, 
the full index 36 on the primary storage device, a copy of which was sent to the 
computer device, will be called 36a and the changed data backup file 38 on the primary 
storage device will be called 38a. The primary storage device 14 forms a new full index 
15 36b containing the index entries 50 received from the computer device and a new 
changed data backup file 38b containing the associated data received from the 
computer device. 

The primary storage device 14 then performs a merge operation. Using full 
indices 36a and 36b and changed data backup files 38a and 38b, a new full index 36c 
20 and a new changed data backup file 38c are formed such that 36c and 38c describe the 
modifications to the disk 21 which have occurred since the last backup to the secondary 
storage device. For each index entry 50 in full index 36b, the primary storage device 
checks whether the change status bit 57 indicates that the data associated with that 
index entry indicates that the file or directory has been modified or created. 

25 If the change status bit 57 indicates that the file or directory has been modified 

or created, then the data for that file or directory in changed data backup file 38b is 
incorporated into the new changed data backup file 38c, the offset field 56 in that index 
entry 50 is set to indicate the location of the data for that file or directory in the new 
changed data backup file 38c, the change status bit 57 in that offset field 56 is set to 

30 indicate that the file or directory has been modified or created since the last backup of 
the disk to the secondary storage device 16 and the index entry 50 from full index 36b is 
incorporated into new full index 36c. The other fields in the index entry are 
appropriately filled in with information from the index entry 50 received from the 
computer device. Information which is not provided in the index entry 50 in full index 

35 36b, can be obtained from the corresponding index entry 50, if one exists, in the full 
index 36a. 

If the change status bit 57 indicates that the file or directory is unchanged, then 
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or directory is taken from the changed data backup file 38a. The primary storage 
device 14 finds the index entry 50 in the full index 36a which refers to the file or 
directory by searching through the full index 36a for the identifier field 52 identifying 
that file or directory. The offset field 56 in that index entry indicates the location of the 
5 data for that file or directory in the backup data file 38a and the file size field in that 
index entry indicates the length of that data. Using this information, the primary 
storage device 16 incorporates the data for the file or directory into the new changed 
data backup file 38c. The index entry 50 from the full index 36b is incorporated into the 
new full index 36c. The offset field 56 in the appropriate index entry 50 in the new full 
10 index 36c is set to indicate the location of the data in the new backup data file 38c. 

After the primary storage device 14 has completed forming the new full index 
36c and the new changed data backup file 38c as described above, the primary storage 
device 14 discards the full indices 36a and 36b and the changed data backup files 38a 
and 38b. The new full index 36c becomes the full index 36 and the new changed data 
15 backup file 38c becomes the backup data file 38. 

During the second state of a backup cycle the secondary storage device sets the 
responsible primary storage device indicator 39 associated with the disk to refer to the 
primary storage device currently performing the backup operations on that disk. 
Typically, the primary storage device notifies the secondary storage device that it is 
20 performing backup operations on a particular disk or other storage device and the 
secondary storage device sets indicator 39 accordingly. 

The steps described above in relation to the second state of the backup cycle are 
repeated until a specified, predetermined time or event occurs or a transfer from the 
primary to the secondary storage device is otherwise indicated. 
25 Rather than forming a new full index 36c, index 36b can be used as long as fields 

such as the offset field and date modified fields in the index entry are updated 
accordingly. In any event, the files identified in the full index at the conclusion of the 
second state merge will match those in index 36b. 

FIG. 4D shows the third state of a backup cycle 71. As previously stated, the 
30 third state of a backup cycle begins when a specified, predetermined time or event 
occurs or a transfer operation from the primary to the secondary storage device is 
otherwise indicated. Preferably, the third state begins when an error condition is 
encountered, as described by co-pending patent application, "Method and Apparatus 
for Data Transfer and Storage in a Highly Parallel Computer Network Environment", 
35 filed concurrently herewith, the disclosure of which is herein incorporated by 

reference. Alternatively, the third state may begin after a specified amount of memory 
28 becomes unavailable or after a specified amount of time has lapsed. However, these 
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referenced patent application- A flag or bit in memory 28 may be set to indicate that a 
transfer from the primary storage device 14 to the secondary storage device 16 should 
occur. 

During the third state, a check is perf ormed to confirm that the primary storage 
5 device contacting the secondary storage device about a disk is the most recent primary 
storage device responsible for that disk. As previously described, this determination 
can be made by comparing the primary storage device identification to the primary 
storage device identified by the responsible primary storage indicator 39 for that disk 
(FIG. 2C). This check can be made after the primary storage device 14 transfers the full 
10 index 36 and the changed data backup file 38 to the secondary storage device 16 and if 
the primary storage device is not the proper one, then the full index and the backup 
data file can be ignored. Alternatively, before actually transferring the information, 
the primary storage device can request permission from the secondary storage device to 
make the transfer. The secondary storage device can then check the identification of the 
15 primary storage device and grant or deny permission accordingly. Preferably, once the 
transfer to the secondary storage device is complete or if the primary storage device is 
denied permission to make the transfer, the full index 36 and the changed data backup 
file 38 on the primary storage device are deleted. 

By checking that the primary storage device is the proper one, the invention 
20 permits a computer device and any or all of its disks to be relocated within the network 
system without substantial modification or notification. For example, in a networked 
computer system 10 (FIG. 1) having two primary storage devices 14a and 14b and a 
secondary storage device 16, where a computer device 18 is connected such that 
primary storage device 14a initiates its backup operations and maintains a data file and 
25 .a full index for each of its disks 35, computer device 18 may be relocated such that 
primary storage device 14b handles its backup operations and maintains related files 
without significant overhead. 

To clarify the rest of the description of the third state, the full index 36 and the 
changed data backup file 38 received from the primary storage device 14 will be 
30 referred to as the primary full index 36a and the primary changed data backup file 38a, 
respectively, and the full index 36 and the full backup data file 38 stored on the 
secondary storage device will be referred to as the secondary full index 36b and the 
secondary backup data file 38b, respectively. 

The secondary storage device then performs a merge operation similar to the 
35 merge performed in the second state of the backup cycle. Using full indices 36a and 
36b and backup data files 38a and 38b, the secondary storage device 16 forms a new 
backup data file 38c. The secondary storage device 16 forms a new full index 36c, For 
each index entry 50 in the primary full index 36a, the secondary storage device 16 
checks to see if the change status bit 57 indicates that the data associated with that 
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index entry has been changed or created since the last backup was performed on the 
secondary storage device. 

If not, then the index entry 50 in the secondary full index 36b which corresponds 
to the index entry 50 in the primary full index 36a, i.e. the identifier fields in the two 
5 index entries specify the same file or directory, is used to access the data associated 
with that file or directory in the secondary backup data file 38b. Using the offset field 
56 and the file size field 58 in the appropriate index entry 50 in the secondary full index 
36c, the data for that file or directory is incorporated into the new backup data file 38c. 
The index entry 50 from the primary full index 36a is incorporated into the new full 
10 index 36c. The offset field 56 in the appropriate index entry 50 in the new full index 
36c is set to indicate the location of the associated data in the new backup data file 38c. 

If the data has been changed or created since the last backup was performed on 
the secondary storage device, then that index entry 50 from the index 36a is 
incorporated into the new full index 36c, if a new full index is being formed. The data 
15 in changed data backup file 38a associated with that index entry 50 is found by using 
the offset field 56 and the file size field 58 in that index entry. That data is incorporated 
into the new backup data file 38c and the offset field 56 in the appropriate index entry 
in the new full index 36c is set to indicate the location of that data within the new 
backup data file. The change status bit 57 in the appropriate index entry 50 in the new 
20 full index 36c is set to indicate that the data has not been changed. 

Preferably, by the end of the third state of a backup cycle, the full index and 
backup data file for the disk is deleted from the primary storage device 14 memory 32. 

Rather than forming a new full index 36c, index 36a can be used as long as fields 
such as the offset field and date modified fields in the index entry are updated 
25 accordingly. In any event, the files identified in the full index at the conclusion of the 
third state merge will match those in index 36a. 

During any backup operation, when a computer device 18 is contacted it may 
refuse to be backed up at that particular time. For example, to ensure that all computer 
devices 18 have an equal chance to be serviced by a backup process, the computer 
30 device 18 may refuse all backup connections until some minimum period of time has 
elapsed since it's last backup occurred. In that case, the computer device may refuse 
backup operations to the primary storage device which are attempted within six hours 
of the last backup to the primary storage device. 

Preferably, the secondary storage device 16 specifies to a primary storage device 
35 which disks, computer devices or area on the network to backup and the primary 
storage device 14 generates processes for performing backup operations on the 
designated entities. The primary storage device 14 may randomly generate these 
processes or it may generate them according to a specified method or pattern. For 
example, a process might be created at specific time intervals, e.g. every second or tenth 
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of a second. The number of processes generated depends on how often the backup 
operations are to be performed. 

Preferably, the processes for performing backup operations are set at a lower 
priority than other processes which might be executing on a computer device 18. 
5 Moreover, a computer device can refuse to be backed up. Thus, backup operations will 
not significantly interfere with other activity occurring on a computer device 18. 

The steps of backup operations for disk 21 on a computer device 18 are as 
follows: 

If it is indicated that a transfer from the primary storage device 14 to the secondary 
10 storage device 16 should occur as part of a third state of a backup cycle, then the 

secondary storage device 16 confirms that the primary storage device 14 is the one that 
is responsible for the disk 21. Preferably, the invention includes a mechanism for 
distinguishing between a transfer from the primary storage device to the secondary 
storage device during a backup initialization and a transfer which begins a third state 
15 of a backup cycle. 

If the primary storage device is not responsible for that disk, then the primary 
storage device does not transfer the information to the secondary storage device 16 and 
deletes the full index 36 and the data file 38 from memory 32. If it is, then the full index 
36 and the backup data file 38 are transferred from the primary storage device to the 
20 secondary storage device 16. If all of the index entries in the full index from the 

primary storage device (herein referred to as the "primary index file") have not been 
examined, then an unexamined index entry is chosen and the index entry from the 
primary index file is added to the new index file, if a new index file is being formed. If 
a new index file does not exist, one is created, if desired. Alternatively, rather than 
25 creating a new index file, the full index from the primary may be used, as long as the 
offsets within each index entry are changed to refer to the location of the associated 
data in the new backup data file which is formed and eventually stored on the 
secondary storage device. 

If the changed status bit 57 is set, then the data for that file or directory is taken 
30 from the backup data file from the primary storage device (herein referred to as the 

"primary data file") and added to the new backup data file. Moreover, the index entry 
is set to indicate the location of that data within the new backup data file. 

If all of the index entries have been examined, then the new index file replaces 
the full index on the secondary storage device. The new backup data file replaces the 
35 backup data file on the secondary storage device (herein referred to as the "primary 
data file"). The primary index file and the primary data file are deleted from the 
primary storage device. 

Alternatively, the secondary storage device 16 could perform its check after 
receiving the full index 36 and data 38 from the primary storage device and then 
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discard the full index and backup data file if the primary storage device is not the one 
responsible for that disk. The secondary storage device 16 could then notify the 
primary storage device that it is not the one responsible for that disk and the primary 
storage device could then delete the full index and backup data file from its memory 32 

5 or the primary storage device could automatically delete the full index and backup data 
file after transferring it to the secondary storage device. 

If a transfer from the primary storage device 14 to the secondary storage device 
16 is not indicated, then the secondary storage device associates the primary storage 
device with the disk. The primary storage device 14 checks whether it has a full index 

10 36 for that disk 21. If it does, then the primary storage device 14 sends the full index 36 
or a subset thereof to the computer device 18. The computer device determines which 
files should be backed up. The computer device 18 sends an index entry for each file 
and directory on the disk, along with the data for each file and directory which should 
be backed up to the primary storage device 16. 

15 It is next checked whether there is both a full index and a backup data file 

associated with the disk on the primary storage device or if the first state of a backup 
cycle is otherwise indicated. If not, for each file or directory on the disk, an index entry 
is sent from the computer device to the primary storage device, along with data for 
those files and directories which have been changed. Then, a new full index is formed 

20 from the index entries received from the computer device and a backup data file is 
formed containing the data received from the computer device. The new full index 
replaces the full index on the primary storage device. If there is both a full index and a 
backup data file, then a merge operation is performed. The index and data stream 80 
from the computer device is captured. A full index (herein called a "later index file") is 

25 formed from the index entries received and a backup data file (herein called a "later 
data file") containing the associated data is formed. 

If all of the index entries in the later index file have not been examined, an 
unexamined index entry is selected. The index entry is taken from the primary's later 
index file and added to the new index file. If the changed status bit is set, then the data 

30 associated with the index entry from the primary's later data file is placed into the new 
data file. If a new data file does not exist, one is created. If the changed status bit is 
not set, the data associated with the index entry from the primary's backup data file is 
placed into the new data file. In either case, the index entry in the new full index is set 
to indicate the location in the new backup data file of the data for the file identified by 

35 that index entry. 

If all of the index entries have been examined, then the new r full index replaces 
the primary index file and the new backup data file replaces the primaiy backup data 
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If the primary storage device 14 does not have a full index 36 for that disk 21, 
then it requests that the secondary storage device 16 send it a copy of the full index 36. 
If the secondary storage device 16 has a full index 36, it sends a copy of the full index 
36 to the primary storage device 14 in response to its request Then the full index or a 
subset thereof is sent from the primary storage device to the computer device. Then the 
full index on the primary storage device is deleted. 

If the secondary storage device 16 does not have a full index 36, then it requests 
data and index entries from the computer device 18, either directly or via the primary 
storage device 14. The computer device 18 sends data and index entries for the files on 
the disk 21 to the primary storage device 14. The primary storage device passes the 
index entries and data directly through to the secondary storage device- The secondary 
storage device 14 creates a backup data file 38 containing the data and a full index 36 
containing the index entries 50. The secondary storage device 14 fills in relevant 
information in the index entries such as the offset of the data in the backup data file 38. 

In some networked computer systems 10 (FIG. 1), the computer devices are 
organized into convenient groupings called "zones". Typically, a computer device can 
belong to only one zone at any particular point in time. 

Preferably, a zone is assigned to a particular primary storage device such that at 
any time there is a single primary storage device responsible for that zone. For 
example, in a network having two zones A and B and two primary storage devices C 
and D, zone A might be assigned to primary storage device C, while zone B is assigned 
to primary storage device D. In that case, primary storage device C will perform 
backup operations for zone A, but not zone B. Likewise, primary storage device D will 
backup zone B and not zones A. Primary storage devices D and E may create multiple 
parallel processes to perform the backups of the zones which are assigned to them. A 
zone may be reassigned to a different primary storage device as long as it is not 
assigned to tvyo different primary storage devices at the same time. 

When computer devices are organized into zones or other groupings, the 
secondary storage device may keep track of the primary storage device responsible for 
a particular zone and the particular computer devices and disks within that zone or 
other grouping. This information may then be used to determine whether a particular 
primary storage device is the primary storage device which is responsible for a 
particular disk. 

The steps involved in executing backup cycles for a plurality of interconnected 
computer devices 18 in a networked computer system organized into zones are as 
follows: 

First, the primary storage device 14 initiates a connection with the secondary storage 
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storage device 14 responds to that request If the secondary storage device is not 
"aware" of the zones on the network, it requests that the primary storage device 
determine which zones are the network. After receiving that information, the secondary 
storage device requests that the primary storage device back up a specific zone. The 
primary storage device determines which computer devices in that zone should be 
backed up and records their network addresses. 

Preferably, a computer device has an account on the secondary storage device 16 
which requires password verification to use. For each computer device with an 
account, a password is exchanged before a computer is backed up. Then for each 
computer device having an account and supplying an appropriate password, each disk 
on that computer device is backed up in accordance with the steps described in FIGS. 5 
and 6. 

The backup system includes a command protocol for interactions between a 
computer device 18, a primaiy storage device 14 and a secondary storage device 16. 
This command protocol includes commands to exchange information about which 
backup operation is being performed, which version of software is executing, which 
zones are on a network, which zone should be backed up, and for transferring a full 
index 36, an index entry 50 or a backup data file 38. 

The foregoing description has used a specific embodiment of this invention. It 
will be apparent, however, that variations and modifications may be made to the 
invention with the attainment of some or all of its advantages. Therefore, it is the object 
of the appended claims to cover all such variations and modifications as come within 
the true spirit and scope of the invention. 
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CLAIMS 

We Claim: 

1. In a networked computer system having a communication network interconnecting a 

5 primary storage device, a secondary storage device and a plurality of computer 

devices, each computer device having one or more disks, a method for storing archival 
data from one or more computer devices, said method comprising the steps of: 

indicating when a transfer of data from the primary storage device to the 
secondary storage device should occur; 

10 transferring data from the primary storage device to the secondary storage 

device in response to such indicating; 

checking whether the primary storage device has an index associated with a disk 
of a computer device and, if the primary storage device does not, checking to see if the 
secondary storage device has an index associated with the disk and, if the secondary 

15 storage device does have an index, sending a copy of the index to the computer device 
and if the secondary storage device does not, copying data and corresponding 
information from the disk to the secondary storage device, storing the data in a backup 
data file on the secondary storage device or external storage devices connected thereto, 
creating an index for accessing the data in the backup data file and storing that index 

20 on the secondary storage device; 

sending a copy of the index to the computer device; 

determining which data on the disk of the computer device has been changed or 
created since the last time the index for that disk was modified; 
creating an index entry for each file on the disk; 
25 sending index entries and a copy of the changed data to the primary storage 

device; and 

forming a new index and new backup data file on the primary storage device 
from the index entries and data received from the computer device and the index 
already on the primary storage device. 

30 

2. A method as defined in claim 1 further comprising the step of creating parallel 
processes to perform steps defined in claim 1. 

3. A method as defined in claim 1 further comprising the steps of: 

35 associating a primary storage device with a disk such that the primary storage 

device is responsible for backing up that disk; 

checking that the primary storage device sending data to the secondary storage 
device is the primary storage device responsible for the disk to which the data relates; 
and 
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discarding the data if the primary storage device is not responsible for the disk. 

4. A method as defined in claim 1 further comprising the steps of: 

checking at each attempt to perform a backup operation for a disk whether a 
5 specific condition has occurred; and 

performing the attempted backup operation only if the specific condition has 
occurred. 

5. A method as defined in claim 1 further comprising the steps of: 

10 setting a minimum time between backups for a disk on a computer device; 

recording when a computer device sends index entries and data for a disk to a 
primary storage device; 

accessing a current date and time; 

checking at each attempt to perform a backup operation for a disk whether the 
15 minimum time between backups for a disk has elapsed since the computer device last 
sent index entries and data for a disk to a primary storage device; and 

performing the attempted backup operation only if the minimum time has 
elapsed. 



20 6, In a networked computer system having a communication network interconnecting 
a primary storage device, a secondary storage device and a plurality of computer 
devices, each computer device having one or more disks, a method for storing archival 
data from one or more computer devices, said method comprising the steps of: 
indicating when a transfer of data from the primary storage device to the 
25 secondary storage device should occur; and 
for each disk, 

associating index entries for data on the computer device, 

passing through a copy of data and associated index entries received from 

the computer device to the secondary storage device using the primary storage device 
30 without storing the data or index entries on the primary storage device, 

storing the data in a backup data file on the secondary storage device, 
forming an index from the index entries such that each index entry 

specifies a location within the backup data file where data associated with that index 

entry is located, 

35 sending an index from the secondary storage device to the primary 

storage device, 

indicating to the computer device which files on the disk are identified in 
the full index on the primary storage device and when those files were last modified, 
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determining which files on the disk have been changed or created since 
the last modified dates indicated by the appropriate index entries in the full index on 
the primary storage device, 

sending an index entry for each file on the disk from the computer device 
5 to the primary storage device, each index entry indicating the location of the associated 
data, 

sending data for the files which have been changed or created from the 
computer device to the primary storage device, 

if there is not a full index and a backup data file associated with the disk 
10 on the primary storage device, forming a new index containing the index entries from 
the computer device and forming a backup data file containing the data from the 
computer device, 

if there is a full index and a backup data file, then forming a new index 
containing the index entries from the computer device, forming a new backup data file, 

15 checking each index entry in the new index to see if the data associated with that entry 
has been changed and, if it has, then incorporating the associated data in the backup 
data file received from the computer device into the new backup data file, and if it has 
not been changed, then incorporating the associated data in the backup data file on the 
primary storage device into the new backup data file, and 

20 transferring in response to said indicating means one or more backup 

data files and index associated with the disk from the primary storage device to the 
secondary storage device, replacing the index on the secondary storage device with the 
index received from the primary storage device, forming a new backup data file, 
checking each index entry in the new index to see if the data associated with that entry 

25 has been changed and, if it has, then incorporating the associated data in the backup 
data file received from the primary storage device into the new backup data file, and if 
it has not been changed, then incorporating the associated data in the backup data file 
on the secondary storage device into the new backup data file. 

30 7. A method as defined in claim 6 further comprising the step of creating parallel 
processes to perform steps defined in claim 6. 

8. A method as defined in claim 6 further comprising the steps of: 

associating a primary storage device with a disk such that the primary storage 
35 device is responsible for backing up that disk; 

checking that the primary storage device sending data to the secondary storage 

device is the primary storage device responsible for the disk to which the data relates; 

and 

discarding the data if the primary storage device is not responsible for the disk. 
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9. A method as defined in claim 6 further comprising the steps of: 

checking at each attempt to perform a backup operation for a disk whether a 
specific condition has occurred; and 
5 performing the attempted backup operation only if the specific condition has 

occurred. 

10. A method as defined in claim 6 further comprising the steps of: 

setting a minimum time between backups for a disk on a computer device; 
10 recording when a computer device sends index entries and data for a disk to a 

primary storage device; 

accessing a current date and time; 

checking at each attempt to perform a backup operation for a disk whether the 
minimum time between backups for a disk has elapsed since the computer device last 
15 sent index entries and data for a disk to a primary storage device; and 

performing the attempted backup operation only if the minimum time has 
elapsed. 

11. An apparatus for storing archival data from one or more computer devices, each 
20 computer device having at least one disk, said apparatus comprising: 

a primary storage device; 
a secondary storage device; 

means for interconnecting said primary storage device, said secondary storage 
device and the computer devices; 
25 means for indicating a transfer from said primary storage device to said 

secondary storage device; 

a full index having a plurality of index entries; 
a backup initialization having 

means for sending a copy of data and associated index entries for a disk 
30 from the computer device to the primary storage device, 

means for passing the data and associated index entries through the 
primary storage device to the secondary storage device without storing the data or 
index entries on the primary storage device, 

means for storing the data in a backup data file on the secondary storage 

35 device, 

means for forming an index from the index entries such that each index 
entry specifies a location within the backup data file where data associated with that 
index entr* r is located* a*!*"' 

a backup cycle having 
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a first state having 

means for sending an index from the secondary storage device to 
the primary storage device, 

means for indicating to the computer device which files are 
5 identified in the full index on the primary storage device and the last modified date 
specified in the index entry for each file, 

means for determining which files on the computer device have 
been changed or created since the last modified date indicated in the index entry for 
that file in the full index on the primary device, 
10 means for indicating that the file has been changed or created, 

means for sending an index entry for each file on the disk and data 
for the files which have changed from the computer device to the primary storage 
device, 

means for discarding the full index on the primary storage device, 
15 means for forming a new index containing the index entries 

from the computer device, and 

means for forming a backup data file containing the data, 
a second state having 

means for indicating to the computer device which files are 
20 identified in the full index on the primary storage device and the last modified date 
specified in the index entry for each file, 

means for determining which files on the computer device have 
been changed or created since the last modified date indicated in the index entry for 
that file in the full index on the primary device, 
25 means for indicating that the file has been changed or created, 

means for sending an index entry for each file on the disk and data 
for the files which have changed from the computer device to the primary storage 
device, 

means for forming a new index containing the index entries from 
30 the computer device and a new backup data file by checking each index entry in the 
new index to see if the data associated with that entry has been changed and, if it has, 
then incorporating the associated data in the backup data file received from the 
computer device into the new backup data file, and if it has not been changed, then 
incorporating the associated data in the backup data file on the primary storage device 
35 into the new backup data file. 

a third state having 

means for responding to said indicating means by transferring one or 
more backup data files and index associated with the disk from the primary storage 
device to the secondary storage device, 
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means for replacing the index on the secondary storage device with the 
index received from the primary storage device, and 

means for forming a new backup data file by checking each index entry in 
the new index to see if the data associated with that entry has been changed and, if it 
5 has, then incorporating the associated data in the backup data file received from the 
primary storage device into the new backup data file, and if it has not been changed, 
then incorporating the associated data in the backup data file on the secondary storage 
device into the new backup data file, 

10 12. An apparatus as defined in claim 11 wherein said interconnecting means is a 
communication network. 

13. An apparatus as defined in claim 11 further including means for creating parallel 
processes to perform the backup initialization and the backup cycle. 

14. An apparatus as defined in claim 11 wherein said index entry comprises: 
a first field identifying a file; 

a second field specifying a location of the file on a disk on the computer device; 
a third field specifying a location of data associated with the file in a backup 
data file; 

a fourth field specifying the length of the file; and 
a fifth field indicating when the file was last modified. 
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